UBND 'I:iNH NINH BINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO DU LICH Poc lap - Tw do - Hanh phuc

QUY CHE

Pam bao an toan, an ninh théng tin thudc linh vuc
cbng nghé théng tin trong hoat dong caa Sé Du lich tinh Ninh Binh
(Ban hanh kém theo Quyét dinh s6: 189/QBP-SDL ngay 09thang 9 ndm 2021
cua So Du lich tinh Ninh Binh)

Chuong I
QUY PINH CHUNG
Pi¢u 1. Pham vi diéu chinh va déi twong ap dung
1. Quy ché nay quy dinh vé cong tac dam bao an toan, an ninh thong tin
trong hoat dong urng dung cong nghé thong tin cua S¢ Du lich tinh Ninh Binh.

2. Quy ché duoc ap dung d6i voi cac phong, don vi, can bg, cong chic,
vién chuc va nguoi lao dong cia So Du lich tinh Ninh Binh.

Picu 2. Muc dich, nguyén tic dam bio an toan thong tin

1. Viéc &p dung Quy ché nay nham giam thiéu duoc cac nguy co giy mat
an toan thong tin va dam bao an ninh thong tin trong qué trinh ng dung cong
ngh¢ thdng tin trong hoat dong cia co quan.

2. Luat An ninh mang s6 24/2018/QH14 ngay 12 thang 6 nam 2018 chinh
thirc ¢6 hiéu luc tir ngay 01 thang 01 nam 2019

3. Cac hoat dong ung dung cong nghé thong tin phai thuc hién theo Quyét
dinh s6 15/2016/QD-UBND ngay 06/7/2016 caa UBND tinh Ninh Binh vé viéc
ban hanh Quy ché dam bao an toan, an ninh thdng tin thudc linh vuc céng nghé
théng tin trong hoat dong cua cac co quan nha nudc thuoc pham vi quan ly cua
tinh Ninh Binh.

Chuong I1
QUY PINH PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 3. Quan ly van hanh trong cdng tac dam bao an toan, an ninh
thong tin
1. Viéc bat, tit may tinh, may in....phai thuc hién theo huéng dan sir dung
thiét bi, han ché téi da viéc tat dot ngot thiét bi (ngudn dién) khi dang sir dung.

2. Khodng duoc ty y luan chuyén, di doi thiét bi CNTT trong don vi khi
chua duoc phép caa lanh dao Sé hodc don vi dong .

3. Khong ty y cai dat cac chuong trinh phan mém, lap dat thiét bi phan
ctng khong phuc vu cho céng tac chuyén mén nghiép vu.



4. Khéng truy cap cac trang web khéng rd ngudn géc, check dia chi Email,
duong linhk két néi la dé tranh phat tan virut, phan mém gién diép vao hé thdng
may tinh trong co quan.

5. Khong tu y cdu hinh may tinh c& nhan dia chi IP, tén may tram, nhém
lam viéc (workgroup), ving lam viéc (domain), vi tri thiét bi mang (wifi,
router), lam anh huong dén hé théng mang dung chung cua Sé.

6. Khi st dung thiét bi luu trit bén ngoai vao hé théng may tinh trong co
quan (USB, HDD BOX,...) cac tép dinh kém trén thu dién tir can kiém tra va
quét virut.

7. Két thic ngay 1am viéc, yéu cau ngudi st dung phai thoat khoi cac
chuong trinh dang hoat dong, tat may tinh, may in dung theo quy trinh.

Picu 4. Quan ly phong may chi

1. Céc thiét bi mang quan trong nhu twong lira (firewall), thiét bi dinh
tuyén (router), hé théng may chi, ... phai dugc dat trong phong may chu va co
cac bién phap bao vé, ngan chan xam nhap trai phép vao phong may chu.

2. Phong may cha 1a khu vuc han ché tiép can. Chi nhimg ngudi c6 trach
nhiém theo quy dinh cua thu trudng co quan madi dugc phép vao phong may cha.

3. Qua trinh vao, ra phong may chu phai dugc ghi nhan vao nhat ky quan
ly phong may chu.

4. Phong may cha phai c6 hé théng luu dién du cong suat va duy tri thoi
gian hoat dong cua cac may chu tbi thiéu 15 phat khi c6 su ¢ mat dién.

Pi¢u 5. Phong chong ma déc, virus

1. Tat ca cac may tram, may cha phai duoc trang bi phan mém phong
chéng ma doc. Cac phan mém phong chéng ma doc phai duoc thiét 1ap ché do
tu dong cap nhat; ché do tu dong quét ma doc khi sao chép, mé céc tap tin.

2. Cé&c can b, cong chuec, vién chuc va nguoi lao dong trong co quan phai
dugc hudng dan vé phong chéng ma doc, cac rui ro do ma doc gy ra; khdng
duoc tu ¥ cai dat hoic g& bo cac phan mém trén may tram khi chwa c6 su dong y
ctia ngudi 6 tham quyén theo quy dinh cua co quan.

3. Tat ca cac may tinh cta don vi phai dugc cau hinh nham vé hiéu hoa
tinh nang ty dong thyc thi (autoplay) cac tap tin trén cac thiét bi luu trir di dong.

4. Tat ca cac tap tin, thu muc phai dugc quét ma doc trude khi sao chép,
su dung.

5. Khi phat hién ra bat ky dau hién nao lién quan dén viéc bi nhiém ma
doc trén may tram (vi du: may hoat dong cham bat thuong, canh béo tir phan



mém phong chéng ma doc, mat di liéu,...), ngudi sir dung phai tit may va bao
truc tiép cho bd phan co trach nhiém cua don vi dé xu ly.

Piéu 6. Sao lwu dir liéu dw phong

1. Céc dir liéu quan trong cta co quan phai dugc sao luu, bao gdm: thong
tin cdu hinh cua hé thong mang, may chi; phan mém tng dung va co so dit liéu;
tap tin ghi nhat ky.

2. Phai 1ap ké hoach va thuc hién sao luu dit liéu phi hop véi diéu kién,
dam bao kha ning phuc hdi di liéu khi co sy ¢6 xay ra.

Piéu 7. Quan ly thiét bj twong lira

1. Céc ha tang c6ng nghé thdng tin phai duoc trang bi tuong lia dé ngan
chan va phat hién cadc xdm nhap trai phép vao mang néi bo.

2. Nhat ky hoat dong cua thiét bi teong lta phai dugc luu giit an toan dé
phuc vu cong tac khao sat, diéu tra khi c6 su ¢ xay ra.

Piéu 8. Quan Iy nhat ky trong qua trinh van hanh cac hé thong thong tin

1. Phai thuc hién viéc ghi nhat ky (log) trén céc thiét bi mang may tinh,
phan mém ng dung, hé diéu hanh, co s& dit liéu nham dam bao cac su kién
quan trong xay ra trén hé théng duoc ghi nhan va luu gitr.

2. Cac nhat ky nay phai duoc bao vé an toan nham phuc vu cong tac kiém
tra, phan tich khi can thiét.

3. Céc noi dung téi thiéu can phai duoc ghi nhat ky gom: qua trinh ding
nhap hé thdng; tao, cap nhat hoic xda dir liéu; cac hanh vi xem, thiét 1ap cau
hinh hé théng; viéc thiét 1ap cac két ndi bat thuong vao va ra hé thdng; thay doi
quyén truy cap hé thong.

4. Thuong xuyén thuc hién viéc theo ddi ban ghi nhat ky cua hé thdng va
cac nodi dung khéac c6 lién quan dé danh gia, bao cao Cac rui ro va mic do
nghiém trong cac rai ro do.

Piéu 9. Quan Iy truy cip

1. Cac quy dinh vé quan ly truy cap vao hé thong thong tin, mang may
tinh, thiét bi, phan mém tng dung cua don vi phai duoc quy dinh chi tiét va to
chuc thuc hién nghiém tlc, pht hop véi cac quy dinh cua phap lut vé an toan
thong tin.

2. Mai tai khoan truy cap cac hé théng théng tin chi dugc cdp cho mot
nguoi quan ly va st dung.

3. Mai can bo, cong chuc, vién chic va nguoi lao dong chi dugc phép
truy cap cac thong tin phi hop véi chire ning, trach nhiém, quyén han caa minh,
cé trach nhiém bao mat tai khoan truy cap thong tin.
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4. Tat ca may tram, may cha phai dugce dit mat khau truy cap va thiét l1ap
ché @6 tu dong bao vé man hinh sau 10 phit khéng st dung.

5. Khi thiét 1ap mang khdng day trong noi bo don vi, phai dit mat khau
truy cap vao mang khong day va chi cho phép truy cap Internet.

6. Mat khau diang nhap vao cac hé thong thdng tin phai c6 do phuc tap cao
(c6 do dai téi thiéu 8 ky tu, c6 ky tu thuong, Ky tu s6 va ky tu dic biét nhu !, @,
#,$, %,...) va phai dugc thay doi it nhat 3 thang/lan.

Piéu 10. Quan Iy s cd

1. Phan loai mtrc d6 nghiém trong cua cac su cd, bao gom:

a) Thap: su cd gay anh hudng ca nhan va khong lam gian doan hay dinh
tré hoat dong chinh cua co quan;

b) Trung binh: su cé anh huong dén mot nhom ngudi ding nhung khong
gdy gian doan hay dinh tré hoat dong chinh cua don vi;

c) Cao: sy cb lam cho thiét bi, phan mém hay hé théng khdng thé sir dung
duoc va gay anh huong dén mot trong cac hoat dong chinh cia co quan;

d) Khan cap: sy c6 anh huong dén su lién tuc caa nhiéu hoat dong chinh
cua co quan.

2. Khi ¢6 sy ¢6 hodc nguy co mat an toan thdng tin phai kip thoi khac
phuc va han ché thiét hai, bdo c4o bang vin ban cho co quan cap trén truc
tiép quan ly va S¢ Thang tin va Truyén théng.

3. Truong hop c6 sy ¢d nghiém trong & mie d6 cao, khan cap hoic vuot
qua kha ning khic phuc caia don vi phai b4o cdo ngay cho co quan cap trén quan
ly truc tiép va So Thong tin va Truyén théng dé duoc hudng dan, hd tro.

Piéu 11. Cac hanh vi bi nghiém cim

1. Khéng duoc loi dung viéc st dung mang Internet nham muc dich: chéng
lai nha nudc Cong hoa x& hoi chu nghia Viet Nam, gay phuong hai dén an ninh
qudc gia, trat tu an toan xa hoi, kich dong bao luc, dam 6, ddi truy, t& nan xa hai,
mé tin di doan, pha hoai thuan phong my tuc cua dan toc.

2. Khéng duoc dua hodc thu thap cac thdng tin xuyén tac, vu khdng, xic
pham uy tin cta co quan, danh du nhan pham cua can bg, cdng chuc, vién churc,
nguoi lao dong hoac cong dan khac.

3. Khéng duoc choi cac tro choi tryc tuyén (Game online) hoic céc trd choi
khéc trén Internet trong gio lam viéc.

4. Tao ra, cai dit, phat tan vi rat may tinh, phan mém doc hai trai phap luat.
5. Xam nhap, stra doi, x6a bo ndi dung thdng tin caa co quan, ca nhan khéc.

6. Can tré hoat dong cung cap dich vu cua hé thong thong tin.
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7. Ngan chin viéc truy nhap dén thong tin cia co quan, ca nhan khac trén
moi trudng mang, trir truong hop phap luat cho phép.

8. B¢ khda, trom cap, sir dung mat khau, khéa mat ma va théng tin cua co
quan, ca nhan khéc trén moi truéng mang.
Chuong 111
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN
Piéu 12. Trach nhiém ciia cac phong, don vi true thude Sé

1. Tuy@n truyén, nang cao nhan thizc cho can bo cong chuc, vién chiac vé cac
nguy co mat an toan, an ninh théng tin va cac ndi dung quy dinh tai Quy ché nay.

2. Khi ¢6 sy ¢6 hodc nguy co mat an toan thdng tin phai kip thoi thong bao
cho can bo phu trach CNTT dé bao cdo Giam doc Sé va S Théng tin va Truyén
théng khi can thiét.

3. Hay bo quyén truy cap vao hé thdng thong tin, thu hoi lai c4c tai liéu, hd
so, thong tin lién quan t&i tai khoan caa CBCCVC chuyén cong tac, nghi huu
hodc cham dat hop dong.

4. Thudng xuyén to chuc thuc hién tu kiém tra, ra soat, phan tich, danh gia,
b&o c4o rai ro va nguy co gy mat an toan, an ninh thong tin dbi voi hé théng
thong tin cta don vi.

5. Phdi hop voi So Thang tin va Truyén thong va cac don vi ¢6 lién quan
trong cdng tac xay dung, bao tri, nang cip hé thdng bao dam an toan, an ninh
thong tin caa don vi.

6. Phdi hop chat ch& véi Cong an tinh trong céng tac phong ngira, dau
tranh, ngan chan cac hoat dong xam pham an toan, an ninh théng tin

Piéu 13. Trach nhiém ciia can bd, cong chire, vién chirc va ngudi lao
dong trong cac co quan

1. Tréach nhiém caa can bo phu trach an toan théng tin:

a) Chiu trach nhiém dam bao an toan théng tin cua don vi;

b) Tham muu 1anh dao co quan ban hanh cac quy dinh, quy trinh ndi bo,
trién khai cac giai phap ky thuat dam bao an toan thdng tin;

¢) Thuc hién viéc giam sat, danh gia, bao cdo thu truéng co quan cac rui
ro mat an toan thong tin va mac d6 nghiém trong caa cac rui ro do;

d) Phéi hop véi cac ca nhan, don vi ¢6 lién quan trong viéc kiém soat,
phat hién va khic phuc céc su ¢6 an toan, an ninh thdng tin;

e) Thudng xuyén cip nhat, nang cao kién thirc, trinh d6 chuyén mén dap
ing yéu cau dam bao an toan thdng tin caa don vi.
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2. Trach nhiém cua can bg, cong chuc, vién chire trong cac co quan, don vi:

a) Nghiém tlc chdp hanh cac quy dinh cua Quy ché nay va cac quy dinh
khac caa phap luat vé an toan thong tin. Chiu trach nhiém dam bao an toan
théng tin trong pham vi trach nhiém va quyén han duoc giao;

b) Mdi can bo, cong chuac, vién chiac va ngudi lao dong phai co trach
nhiém tu quan 1y, bao quan thiét bi duoc giao st dung;

¢) Khi phat hién nguy co hoic su ¢ mat an toan thdng tin phai bao cao
ngay Vi cap trén va can bo phu trach cong nghé thong tin cua don vi dé kip thoi
ngan chan va xu ly;
d) Tham gia cac chuong trinh dao tao, tap huin dé nang cao kién thuc,
trinh d6 chuyén mon dap ng yéu cau dam bao an toan thdng tin cta co quan.
Chuong IV
TO CHUC THUC HIEN

Piéu 14. Khen thwéng va xir Iy vi pham

1. Tap thé va ca nhan c6 thanh tich xuat sic trong cong tac an toan, an ninh
thdng tin cua cac phong chuyén moén, don vi truc thuoc S¢ duge xem xét khen
thudng theo quy dinh hién hanh.

2. Cac phong chuyén mén, don vi truc thuéc Sé, ca nhan cd hanh vi vi
pham Quy ché nay tly theo tinh chat, mic do vi pham s& bi xir 1y theo quy dinh
cua phap luat.

Piéu 15. Trién khai td chirc thue hién Quy ché va sira d6i, bo sung Quy ché.

1. Vin phong Sé ¢ trach nhiém cha tri phdi hop vai cac phong chuyén mén,
don vi truc thudc c6 lién quan hudng dan trién khai thuc hién Quy ché nay.

2. Trong qué trinh thuc hién Quy ché, néu co vuéng méc, phat sinh, cac
phong chuyén mén, don vi truc thudc kip thoi phan anh vé Van phong So dé
t6ng hop, bdo céo Lanh dao S¢ xem xét sira doi, bd sung cho phi hop./.

GIAM POC

Ky boi: S¢ Du lich
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Bui Vian Manh
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