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THONG BAO 
V/v htro•g dan cac bien phi') tang men bao dam an ninh mang 

cho he thOng thong tin quan trong ve an ninh quOc gia IY BAN NH4 DAN T1NH NINH BiNH 
ODEN  ce-6 	 
!GAY 	eq571ealli    Can cir Luat An ninh mang so 24/2018/QH14 ngay 12/6/2018; 

Can cir Nghi dinh so 53/2022/ND-CP ngdy 15/8/2022 cua Chinh phir quy 
dinh chi tiet mot so dieu cua Luat An ninh mang; 

Can cir Nghi dinh se') 01/ND-CP ngay ,06/8/2018 	Chinh phu quy dinh 
chirc Wang, nhiem vu, quyen han va ca cdu to chirc &la BO Cong an; 

Can cir Nghi guy& so 22/NQ-CP ngay 18/10/2019 dm Chinh phil ban hanh 
Chuang trinh hanh dOng thuc hien Nghi quy& so 30-NQ/TW ngay 25/7/2018 dm 
Bo Chinh tri ve Chien lucre An ninh mang qu'Oc gia; 

Can cir Quyet dinh so 964/QD-TTg ngay 10/8/2022 dm ThU Wang Chinh 
phir phe duyet chin ltrac an toan, an ninh mang quo'c gia, chit dOng Ung pho vai 
cac thach thirc tir khong gian mang den nam 2025, tam nhin 2030; 

Thai gian qua, tinh hinh an ninh mang tai Viet Nam dien bien het sirc phirc 
tap, hoot &Ong tan ding mang nham vao cac N thong thong tin trong yeu cua cac 
ca quan 1)0, nganh, to chic, doanh nghiep tai Viet Nam tiep tuc gia tang ye tan 
suit va mire d6 nguy hiem. Dang chit y , hinh thirc tan cong mang bang ma dOc 
ma h6a dir lieu doi tien chuOc (ransomware) dang ngay cang phO bien va gay thiet 
hai 1on ve kinh to va uy tin dm co quan, to chirc, doanh nghiep; anh twang den 
an ninh quOc gia, trot to an toan xa hOi. Trong khi do, cac co quanbO, ban, nganh, 
to chirc, doanh nghiep chua trien khai day du cac bien phap bao ve an ninh mang 
cho cac he th6ng thong tin theo quy dinh, gay kh6 khan cho cong tac dieu tra, d'Au 
tranh phong, chong toi pham cua luc luang Cong an. 

Tir tinh hinh teen, de tang cuang cong tac bao dam an ninh mang, Cuc An 
ninh mang va ph6ng, chOng toi pham sir dung cong nghe cao ban hanh tai lieu 
"Throng dan cac bien phap tang cu.eing bao darn an ninh mang cho he thong 
thong tin quan trong ye an ninh quoc gia" (giri kern theo) va de nghi cac ca 
quan, don vi: 

(1) Tham chieu tai lieu "Hwang can cac bien phap tang ctreeng bao darn an 
ninh mang ,cho he thong thong tin quan trong ye an ninh quOc gia" de lam ca sa 
danh gia tong nghien ciru cap nh4t, bo sung chinh sach quan 13"/, quy trinh 
quan tri, van hanh, cac giai phap bao dam an ninh mang cho cac he thong thong 
tin trong yeu. 
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(2) Khan trucmg, uu tien to chirc kiem tra an ninh mang; ra soat, go 136 ma 
d6c tren may tinh (neu c6); sao ltru du phong du lieu quan trong; tang cuong giam 
sat an ninh mang de kip thai phat hien hog d6ng tan cong mang. Dong thai , ra 
soat yiec tuan thit cua b6 phan ky thuat, can 136, cong nhan, vien chuc doi \Teri 
chinh sach quan 1T, quy ohe bao dam an ninh mang, quy trinh quan tri, van hanh, 
img ciru su co, kiem soat truy cap tai khoan quan tri doi voi cac he thong thong 
tin trong yeu. 

(3) Trao d6si ket qua kiem tra, danh gia tong the ye an ninh mang; kip thai 
bao cao ye su co an ninh mang neu xay ra trong qua trinh van hanh ,yes Cuc An 
ninh mang va phong, chong t6i pham sir dung cong nghe cao de phi hop trien 
khai cac bien phap bao ye an ninh mang, 116 trg img ciru, xir ly , khac phuc su co. 

Qua trinh trien khai, thuc hi'en, neu gap khO khan, vuo,ng mac, de nghi cac 

co quan, don vi lien N voi: Trung tam An ninh mang quoc gia - Cuc An ninh 
mang va phong, chong toi pham sit dung cong ngW cao; hotline: 0593.505.999; 
tint din contact@nca.gov.vn  de dugc ho trg, giai quyet. 

Cuc An ninh mang va phOng, chOng t6i pham sir dung cong ngh'e cao thong 
bao cac co.  quan, don vi de phoi hop thuc hien./. 

Nei nhein: 
- Die BO twang To Lam 
- Die TIM truang Luang Tam Quang (d6 bao cao); 
- Van phong TW Dang; 
- Van phong Tong Bi thu; 
- Van phong ChU tich rnk; 
- Van ph6ng Quoc hOi; 
- Van phong Chinh phil; 
- Cac ban clang Trung uang; 
- Cac bO, co quan ngang bO; 
- Cac co quan thuc Chinh phn; 
- Tinh uy, UBND cac tinh, thanh pito true thuc TW; 
- Cac Tap doan, Tong Cong ty nha mac; 
- COng an cac don vi, dia phuong; 
- Ltru: VT, A05(TTANMQG). 



111fONG DAN 
CAC BIEN PHAP TANG CU'ONG BAO DAM AN NINH MANG CHO 
HE THONG THONG TIN QUAN TRONG VE AN NINH QUOC GIA 

(Ban hanh kern theo Thong ha° s 40e/TB-A05-TTANMQG ngay -,/,( /4/2024 cita 
Cyc An ninh mang va phong, chong tOi pharn sir clung cong ngke cao - BO Cong an) 

MUC LUC 

DANH MIK TIJ VIET TAT 	 2 

I. PHAM VI, DOI TIJQNG VA NGUYEN TAC AP DUNG 	 3 

II. GIAI THICH THUAT NOG VA DINH NGHIA 	 4 

III. CAC BIEN PHAP TANG CU'ONG BAO DAM AN NINH MANG 	6 

1. Quan ly tai san phan cirng 	 6 

2. Quail 1Y tai san phan mem 	 7 

3. Quan ly tai san thong tin 	 9 

4. Cau hinh an toan cho thik bi va phan mem 	 11 

5. Quan ly tai khoan va quyen truy cap tai khoan cua ngtroi diing 	13 

6. Quan ly 16 h6ng bao mat 	 15 

7. Quan ly nhat kY an ninh mang 	 16 

8. Bao NT" cho trinh duyk web, dich vu thu din tit 	  18 

9. Phong ch6ng phan mem d6c hai 	 19 

10. Sao luu va khoi phuc du lieu 	 20 

11. Quan lY ha tang mang 	 21 

12. Giam sat va phong thil an ninh mang 	 23 

13.Nang cao nhan thirc va dao tao k5r Wang an ninh mang 	 24 

14. Quan 1y nha cung cap dich vu 	 25 

15. Quan lY an ninh cho phan mem irng dung 	 26 

16. Quan tri Irng ph6 six di an ninh mang 	 28 

17. Kikn this xam nhap 	 29 



2 

DANH MUC Tif VIET TAT 

STT Tir viet tat Giai thich 
1 ANQG An ninh quoc gia 
2 CNTT Cong nghe thong tin 

3 DHCP Dynamic Host Configuration Protocol - la mot giao 
thdc cho phep cap phat dia chi IP mot cach to &Ong. 
Domain Name System - la may chic china co soy dit 

4 DNS lieu ve dia chi IP cong khai va cac ten may chu &roc 
lien ket vori chung. 

5 DMZ Demilitarized Zone - la yang mang trung lap gift 
mang not b0 va Internet. 

6 URL Uniform Resource Locator - la vi tri dm mot trang 
web tren Internet. 
Operation Technology - hay con duvc goi la Cong 
nghe Van hanh, la mot khai niem bao Om tap hop cac 

7 OT phan cong va phan mem dong vai tro phat hien nhang 
thay d0i trong N th0ng thong qua viec quan VT, giam 
sat cac thiet bi, may moc, six kien trong quy trinh van 
hanh cong nghiep. 
Internet of Things - Internet van vat, la mang ket not 

8 IoT 
cac do vat va thiet bi thong qua cam bien, phan mem 
va cac cong nghe khac, cho phep cac do vat va thiet bi 
thu thap va trao doi dir lieu \fad nhau. 

9 AAA Me thuc (Authentication), Uy quyen (Authorization) 
va Kiem tra (Accounting). 
Virtual Private Network - Mang rieng do, la mot mang 

10 VPN rieng de ket not cac may tinh cila the don vi, to chdc 
\red nhau thong qua mang Internet cong cong. 
Application programming interface - giao dien lap 
trinh irng dung, la mot giao dien ma mot he thong may 

11 API tinh hay irng dung cung cap de cho phep cac yeu cau 
dich vu có the dugc tao ra tin cac chtrang trinh may 
tinh khac de trao doi dir Ru. 
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I. PHAM VI, DOI TUVNG VA NGUYEN TAC AP DUNG 

1. Phalli vi ap dung 

Huang ddn nay dua ra cac bin phap, yeu cdu quail ly can thiet de tang cuong 
bao dam an ninh mang, nang cao kha nang phong thu cho he thOng thong tin quan 
trong ve an ninh quoc gia; dong thOi tao thuan lgi cho cong tac cua ltxc luting chuyen 
trach bao ve an ninh mang (nhte: gicim sat bac,  4‘, clia4 phoi ting pho su co, than', 
dinh, kiern tra, dank gia dieu kien an ninh va.‘  boat d6ng bao ve he thong 
dm co quan chfi quan, bao g6m: (1) Quan 1y tai san phan cl:mg; (2) Quan ly tai san 
phan mem; (3) Quan ly tai san thong tin; (4) Cau hinh an toan cho thiet bi va phan 
mem; (5) Quan ly tai khoan va quyen truy cap tai khoan cua nguari dung; (6) Quan 
VT 16 hOng bao mat; (7) Quan ly nhat ky an ninh mang; (8) Bao ve cho trinh duyet 
web, dich vu thu dien tit; (9) Phong chOng phAn mem d6c hai; (10) Sao kru va khoi 
phuc du' lieu; (11) Quan VT ha tang mang; (12) Giam sat va phong thil an ninh mang; 
(13) Nang cao nhan thirc va dao tao 1(y nang an ninh mang; (14) Quan ly nha cung 
cap dich vu; (15) Quan VT an ninh cho phAn mem irng dung; (16) Quan tri irng pho 
sly co an ninh mang; (17) Kiem thin xam nhap. 

2. Deii tuvng ap dung 

Huang clan nay khuyen cao ap dung cho cac he thOng thong tin, gOm: 

- He thong thong tin dd dugc xac dinh, nam trong Danh muc He thOng thong 
tin quan trong ve an ninh quoc gia do Thu Wang Chinh phu phe duyet; hoac cac 
he thong thong tin dd dugc cap c6 tham quyen phe duyet, n6p ho so de nghl dua 
\Tao Danh muc He thong thong tin quan trong ye an ninh quoc gia; 

- He thOng, thong tin dap U ng cac can cur xac 	danh muc he thOng thong 
tin quan trong ve an ninh quoc gia quy dinh tai Dieu 3 Nghl dinh so 53/2022/ND-
CP ngay 15/8/2022 cua Chinh phit quy dinh chi tiet m6t so dieu dm Ludt An ninh 
mang; dugc chfi quan he thong thong tin to xac dinh va tuan 

- He thOng thong tin da dugc xac dinh cap d6 4, 5 theo Nghl dinh se; 
85/2016/ND-CP ngay 01/7/2016 cUa Chinh phu ve bao dam an toan he thOng 
thong tin theo cap d6; nhung can tham chieu, 13 ,6 sung de tang cung bao dam an 
ninh mang khi chua c6 Tieu chuan mad, cap nhat thay the Tieu chuan ,quoc gia 
TCVN 11930:2017 yeu cau co. ban ve an toan he thong thong tin theo cap d6. 

- Khuyen khich ap dung rung edi cho cac he thOng thong tin khac ngoai cac 
truong hop not tren. 

3. Nguyen fAc ap dung 

a) Tuan thu quy dinh cua phap luat. 

b) Huang ddn mang tinh chdt khuyen cao ap dung, khong thay the phuang an 
bao dam an toan he thOng thong tin dang ap dung (net' da xay dung, phe duyet H6 
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so de xudt cap dg an toan thong tin) ma nham giup chu quan cac he thgng thong tin 
ra sok, doi chieu de to chirc trier' khai, tang cuo .ng bao dam an ninh mang. 

c) He hieu qua bao dam an ninh mang a mut cao nhdt, khuyan khich chu 
quart dm he thong thong tin quan trong ve an ninh quoc gia trien , khai cac bin 
phap bao dam an ninh mang dap img toan bg cac yeu cau (bao gam ca cac yeu 
cau khuyen khich thuc hien). 

II. GIAI THICH THUAT NGff VA DINH NGHIA 

1. An ninh mang: la six bao dam hoat dgng tren khong gian mang kh6ng gay 
phtrang hai den an ninh quoc gia, trat tu, an toan xa hgi, quyen va lgi Ich hop phap 
dm co quan, to chirc, ca nhan. 

2. He tilling thong tin quan trong ve an ninh qutic gia 

Dtrgc quy dinh tai Khoan 1, Khoan 2 Dieu 10 Luat An ninh mang, bao ggm: 

a) He thgng thong tin quart su, an ninh, ngoai giao, co. yeu; 

b) He thOng thong tin ltru tat, xir 17 thong tin thuc bi mat nha ntro.c; 

c) He thOng thong tin phuc vu ltru gift, bao quan hien vat, tai lieu c6 gia tri 
dac biet quan trong; 

d) He thgng thong tin phuc vu bao quart vat lieu , chAt dac biet nguy him do i 
vgi con ngtro.i, moi trugng ninh thai; 

d) He thgng thong tin phuc vu bao quan, the tao, quan lY co. ser vat chit dac 
biet quan trong khac lien quan den an ninh quoc gia; 

e) He thgng thong tin quan trong phuc vu boat dgng cua co quan, to chirc 
trung trong; 

g) He thgng thong tin qugc gia thuc linh vtrc nang lugng, tai chinh, ngan 
hang, vin thong, giao thong van tai, tai nguyen va moi trugng, hoa chat, y te, van 
hoa, bao chi; 

h) He thong diet' khien va giam sat to dgng tai cong trinh quan trong lien 
quan den an ninh qugc gia, muc fiat quan trong va an ninh qugc gia. 

3. Trung tam An ninh mang quiic gia (National Cyber Security Agency — 
viet tat la NCA): la dun vi truc thuc thuc Cuc An ninh mang va phong, chgng 
tgi pham sir dung cong nghe cao - Bg Cong an; c6 chirc nang giarn sat, phan tich, 
canh bao som cac nguy co de doa an ninh mang qugc gia; tham gia bao ve an ninh 
mang doi \fed cac co quan, don vi trong yeu. 

4. He thiing thong tin (Information System): Tap hop phan c&ng, phan 
mam va co so dir lieu dtrgc thiat lap phuc vu muc dich tao lap, , cung cap, truyen 
dtra, thu thap, 1)'7, luu tar va trao doi thong tin cua co quan, to chic. 

5. Tai san cong nghe thong tin: Cac trung thiat bi, th6ng tin thuc he thgng 
CNTT cua don vi; bao ggm: 
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, a) Tai san phan ding: la cac thiet bi CNTT, phucmg tien truyen thong va cac 
thiet bi phuc vu cho hoat Ong dm he thong CNTT. 

b) Tai san phan mem: bao g0m cac chucmg trinh img dung, phan mem he 
thong, co so dir lieu va cong cu phat trien. 

c) Tai san thong tin: la cac du lieu, tai lieu lien quan den he thifmg CNTT, 
&roc the hien bang van ban giay hoac dit lieu dien 

6. PhAn mem trai pile') (Unauthorized Software): Nhang phan mem 
khong nam trong danh sach phan mem dtroc phep sir dung hoac da het thoi gian 
118 trg cua nha cung cap. 

7. An ninh thong tin (Information Security): Su bao ve thong tin, he th0ng 
thong tin tranh bi truy cap, sir dung, tiet 10, gian doan, sira doi hoac pha hoai trai 
phep nham bao dam tinh nguyen ven, tinh bi mat va tinh kha dung cila th8ng tin. 

8. ,Dii. lieu quan trong (Important Data): Du lieu trong th0ng, dugc co 
quan, to chirc xac dinh la quan trong, can dugc uu tien bao ve. Dir lieu quan trong 
bao gom, nhung khong gioi han cac loci du lieu chira cac thong tin sau: thong tin 
nghiep vu, thong tin bi mat nha ntroc, thong tin rieng va cac loaf thong tin quan 
trong khac (neu co). 

9. Giam sat he thiing thong tin (Information System Monitoring): Bien 
phap giam sat, theo doi trang thai hoat Ong dm he th8ng de phat hien, canh bao 
sam cac six co c6 the gay gian doan hoat Ong cUa he th'grig va lam mat tinh kha 
dung dm he thong thong tin. 

10. Nh;at kST he thong (System Log): Nhirng su kien dugc he thong ghi lai 
lien quan den trang thai boat Ong, su co, su kien an ninh thong tin va cac thong 
tin khac lien quan den hoat Ong dm he thong (neu co). 

11. PhAn mem dOc hal (Malware): Phan mem c6 kha nang gay ra hoat Ong 
khong binh thiremg cho mot phan hay toan b0 he thong thong tin hoac thuc hien 
sao chep, sira doi, xga 1)6 trai phep thOng tin luu tat trong he th8ng thong tin. 

12. Phtrung tien luru &ft' (Media Storage): Cac thiet bi, phtrung tien &roc 
sir dung de luu trix, sao chep, trao dOi thong tin gala cac thiet bi, may tinh mot 
cach gian tiep. 

13. Xac thtyc da yeu to (Multi-Factor Authentication): Phuong phap xac 
thuc 'thong chi dua vao mot ma la ket hop mot so yeu to lien quan den nguai , 
dung, bao 	nhirng thong tin ma nguai dung biet (mat khau, ma so truy cap...), 
nhang thong tin ma nguifi ding so hiru (chi:mg thu so, the thong minh...) hoac 
nhang thong tin ve sinh trac hoc dm ngirei dung (van tay, mongmat...).  

14. Tien trinh (Process): Kit thuc the chucmg trinh dang dirgc chay trong 
he thgng. 

15. KhOi phuc (Rollback): Thao tac dua he th8ng ve mot trang thai cu. 
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16. Kiem soat (Control): Qua trinh thiet lap cac tieu chuAn do luting kk qua 
thu.c hien, so sanh ket qua vai cac lieu chuan, phat hien sai lech va nguyen nhan, 
tien hanh cac dieu chinh nham lam cho ket qua cuOi ding phii hop vo.i muc tieu 
da dugc xac dinh. 

III. CAC BIEN PHAP TANG CVONG BAO DAM AN NINH MANG 

1. Quan ly tai san phAn cirng 

a) Yeti cau chung 

- Lap danh sach, theo dOi, cap nhat trang thai dm tat ,ca. cac tai san cong 
nghe thong tin not 	va cac tai san khong thuOc quyen kiem soat cua to chirc 
nhung c6 ket not vao he thong not bO, xac dinh danh sach tai san can dirgc giarn 
sat, bao ve. 

- Xac dinh cac tai san v8 chit', tai san trai pile') de loai 1)6 ho4c dua ra phtrang 
an quan 1Y. 

- Thut hien kiem ke, ra soat va cap nhat danh sach cho tat ca cac tai san dinh 
kY tOi thieu 02 lAn/nam. 

- Khai bao va cap nhat day du tinh trang tai san phan cirng tren he th6ng guar' 
lY dia Cuc An ninh mang va phong, chong tOi pham sir dung ding nghe cao de 
phuc vu cong tac quail IY, danh gia an ninh, an toan, drig pho su co doi voi cac he 
thong thong tin quan trong ye an ninh quOc gia. 

b) reu diu chi tilt 

STT Yen au Nei dung thut hien 
Khuyen 
cao tip 
dung 

1.1 Thik lap va 
duy tri he 
thong quan 
ly danh muc 
tai san phan 
cirng 

- Lap danh sach, theo doi, cap nhat trang thai cila 
tat ca cac tai san phan drng c6 kha nang km trix  
hoSc xir , lY du lieu, bao gOm: thiet bi cila ngtroi 
dimg cuOi, thiet bi di dOng, thief bi km ft-a ngodi, 
thiet bi van phong, thiet bi mang, thiet bi OT/IoT 
va may chil trong mOi trtrong vat 1Y, do boa, troy 
cap tir xa va dien toan dam may. 
- Tat ca tai san vat lY phai dixgc kiem tra an ninh 
beri co quan, to chirc CO tham quyen theo quy dinh 
cua phap lust trixo.c khi dua vao sir dung. 
- Danh sach tai san phan cirng phai bao gi:Im t6i 
thieu cac thong tin co ban sau: ten tai san, dia chi 
mang IP (doi voi thiet bi at dia chi IP tinh), dia 
chi phan ding MAC/ ma nhan dien serial, thoi 
gian, ngimg hZi trg 1c5f thuat dm hang (neu co), vi 
tri lap at dia ly, vi tri lap at trong he thong 

Can thiet 



7 

mang, muc dich sir dung, tinh trang sir dung. Tai 
san vat 19 phai dugc giao, gan trach nhiem cho 
ca nhan hoAcbO phAn quail 19, sir' dung. 
- Cac thiet bi di dOng ket not vao he thOng mang 
not 130 dm to chirc phai dirge clang k9 de kiem 
soat. Quy dinh trach nhiem &la ca nhan trong to 
chirc khi sir dung thiet bi di dOng de phuc vu 
cong viec. 

1.2 VI.  19 	cac 
tai san phan 
cirng 	chiug 
dugc 	quail 
19 

- Xay dung, ban hanh va bao dam tuan thu quy 
trinh phat hien va xir 19 cac tai san phan cong 
khong c6 trong danh sach quan 19, dang ket not 
trai phep vao mang not bi) dm co quan, to chirc 
dinh kS,  toi thieu 01 lan/tuan. 
- Co the lira chon loai bo, tir chi ket not hoc 
each ly tai san trai phep. 

CAn thiet 

1.3 Ra soat cac 
tai san ket 
not vao 
mang nOil)(3. 

- Xay dung, ban hanh va bao dam tuan thil quy 
dinh ra quet de phat hien tai san ket not vao mang 
not 130 dinh kS/ toi thieu 01 lan/tuan. 
- Thtrc hien cap nhAt danh sach tai san Oa tren 
ket qua ra quet. 

Can thiet 

1.4 Sir 	dung 
DHCP 
Logging de 
cAp .  , nhAt 
ban kiem ke 
tai san cong 
nghe thong 
tin not 130 

- Sir dung tinh nang ghi nhAn k9 DHCP tren tat 
ca cac may chii, DHCP hoc cong cu quan 19 dia 
chi mang IP (neu co). 
_ Tien hanh ra soat nhAt k9 de cap nhAt danh sach 
tai san cong nghe thong tin dinh kST toi thieu 01 
ran/tuan. 

CAn thiet 

1.5 Quan 19 tai 
san thanh 
19/ hu hong 

Xay dung, ban hanh va bao dam tuan thil quy 
trinh thanh 19/ tieu hay tai san CNTT, bao dam 
xoa khong the khoi phuc toan 1DO dit lieu cUa co 
quan, to chirc till& khi tier' hanh thanh 19/ tieu 
hily. 

CAn thiet 

2. Quail ly tai san phAn mem 

a) Yeu c"du chung 

- LAp danh sach, theo doi , cap nhAt trang thai cua tat ca cac tai san phAn 
mem cua co quan, to chirc, bao dam chi nhang phan mem da phe duyet mai dugc 
phep cai dAt va sir dung. 

- Thvc hien kiem ke, ra soat va cap nhAt danh sach cho tat ca cac tai san phAn 
mem dinh kST toi thieu 02 lAn/nam. 
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- Khai bao va cap nhat day du tinh trang tai san phan mem tren he th6ng quan 
1)",  cua Cuc An ninh mang va phOng, chOng toi pham sir dung cong nghe cao de 
phuc vu cong tac quan VT, danh gia an ninh, an toan, img pito su co doi voi cac he 
thong thong tin quan trong ve an ninh quoc gia. 

b) Yeu ciiu chi tilt 

STT Yen au NOi dung thirc hiOn 
Khuyen 
eau "Up 
dyng 

2.1 Thie't lap va 
duy tri he 
thong quan 
VT danh muc 
tai san phan 
mem 

- Lap danh sach, theo doi, cap nhat trang thai cUa 
tat ca cac tai san phan mem hien dang dugc cai 
dat tren cac tai san phan cong dm co quan, to 
chirc. 

_ Danh sach tai san phan mem phai bao Om t6i 
thieu cac thong tin co ban sau: ten tai san, muc 
dich sir dung, thi gian ngirng WO -Erg kyr thuat 
(neu co), pham vi sir ,  dung, chi' the quan y, 
thong tin ye ban , quyen, phien ban, he thong 
thong tin thanh phan (neu co). Tai san phan mem 
phai dugc gan trach nhiem cho ca nhan hoac b0 
phan quan 1r, sir dung. 

Can thiet 

2.2 Thiet lap va 
duy tri danh 
sach cac tai 
san Phan 
mem dugc 
phep sir 
dung 

- Lap danh sach, theo deli, cap nhat danh sach cac 
phan mem dugc phep sir dung trong toan co 
quan, to chirc. 
- Danh sach phan mem dugc pile') sir dung phai 
bao Om ca cac this vien phan mem (nhu cac file 
c6 dinh clang .d11, .ocx...) va cac doan ma lenh 
-aux thi (cac script c6 dinh dang .py, .ps 1, 
.bat...) 
- Xay dung, ban hanh va bao dam tuan this quy 
dinh kiem sok viec cai dat va sir dung cac phan 
mem eta,  dugc cap phep,,  bao dam gioi han dac 
quyen Col thieu cac quyen quail tri teen cac tai 
san CNTT; ngan chan cac tac vu thisc thi, vo hieu 
hoa, cai dat Ira ger 1)6 phan mem, this vien, doan 
ma lenh trai pile') teen he thong; c6 phuong an 
ky thuat de theo doi hoat Ong cai at chuong 
trinh phan mem tren cac tai san CNTT. 
- Dinh kS7 danh gia va cap nhat danh sach phan 
mem dugc phep sir dung toi thieu 02 lan / nam 
hoac khi , xay ra cac thay doi trong to chirc anh 
hugng den danh sach. 

Can thiet 
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2.3 Dam 	bao 
toan bO cac 
tai san phan 
mem dugc 
phep 	sir 
dung 	gang 
trong 	then 
gian ht; trg 
cilia ,  nha 
cung cap 

Thuc hien dinh kST ra soat danh sach tai san phAn 
mem dugc phep sir dung va danh sach tai san 
phan mem cai dAt tren cac tai san phan cung de 

trong th bao dam tat ca tai san phan mern ,dang t 	in 
gian 116 trg ciia nha cung cap, toi thieu 02 lan / 
nam. 

• 

CAn thiet 

2.4 Xir 	1ST 	cac 
tai san phan 
mem trai 
phep 

- Xay dung, ban hanh va bao dam tuan thii quy 
trinh phat hien va xir 1ST cac phan mem trai phep 
dinh kST toi thieu 01 lan / qu 'y. 
- Nhftng phan mem trai phep nhung van can thiet 
d6i \Teri hoat dOng dm co.  quan, to chirc phai dugc 
dua vao danh sach ngoai 1e de quan 1ST. Danh 
sach ngoai Fe nay phai the hien chi tiet cac bien 
phap kiern soat giam thieu ,cac nguy co an ninh 
mang anh huong den he thong. 
- Nhang phan mem trai phep khong nAm trong 
danh sach ngoai 1e phai c6 Ice hoach de x6a/ go 
b6 hoan toan kh6i cac tai san phan cung ciia ca 
quan, to chirc trong then gian sem nhat. 

CAn thiet 

3. Quail 157 tai san thong tin 

a) Yeu cau chung 

Thuc hien quail 1ST tai san thong tin va thirc hien cac bien phap kiem soat de 
phat hien, phan loci, xir 1ST, luu gift va loai 1)6 tai san thong tin mot cach an toan. 

b) Yeu cau chi ti'jt 

STT Yeu ca u Ni4f) dung thy.c hiOn 
Khuyen 
eau ip 
dyng 

3.1 Thiet lap va 
duy tri quy 
trinh 	quail 
1ST 	tai 	san 
thong tin 

- Xay dung, ban hanh \Ta bao dam tuan thii quy 
trinh quan 1ST tai san thong tin. Trong quy trinh, 
xac dinh danh sach tai san thong tin, mdc d6 
nhay cam, chii so hal, cac bireTc xir 1Si, tho'i gian 
luu tit va cac yeti cau khi tieu hily/x6a 116 dua 
tren cac tieu chuan ve mirc d6 bao mat dm tai 
san thong tin. 
- Mirc d6 nhay cam dm tai san thong tin c6 the 
dugc quy dinh nhu sau: 

CAn thiet 
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+ Mdc 1: Cong khai. Tai san thong tin cong 
khai khOng yeu cau ye bao mat. 
+, Mirc 2: N6i b6. Tai san thong tin not b6 yeu 
call 	 a s chi nhng nguoi trong to chirc mai c6 
quyen truy cap. 
+ Milt 3: Han cite. Tai san thong tin bi han the 
yeu cau quyen truy cap, chi nhang nguai dung 
duvc cap quyen mai c6 the truy cap \Taoil , d 
lieu. Vic tiet 1'6 tai san thong tin bi han che se 
anh huang den hoat d6ng dm cac don vi. 
+ Mirc 4: Bi mat nha nuac. Thong tin c6 not 
dung quan trong, do co quan, to chirc c6 tham 
quyen xac dinh; chua cong khai, lieu bi 16, bi 
mat c6 the gay nguy hai den lgi ich quoc gia, 
dan t6c (thuv hie‘n theo quy clinh ctia Luat Mao 
q bi mat nha nu-ac). 

- Xay dung quy trinh yeti cau truy cap, them 
mai, situ, xod dit lieu de kiem soat nhat IcT truy 
cap dit lieu. 

- Kim tra cap d'6 phan quyen dm cac ngu6n 
di lieu dinh kST toi thieu 01 lan/thang. 
- Danh gia ya cap nhat quy trinh quart VT tai san 
thong tin dinh kST toi thieu 01,  ran/ Warn ho4c khi 
xay ra cac thay doi trong to chirc anh huang 
den quy trinh. 

3.2 Thiet lap \TA. 
duy tri ban 
danh sach 
tai san thong 
tin 

- Lap danh sach cac tai san thong tin dua ten 
quy trinh quan VT tai san thong tin. 
_ }anh gia ya cap nhat danh sach tai san thong 
tin toff thieu 01 Ian/Warn ho .ac khi xay ra thay 
doi trong to chdc anh huang den danh sach. 

Can thiet 

3.3 Xay 	dt.mg 
danh 	sach 
kiem • 	sok 
truy cap tai 
san thong tin 

Xay dung danh sach quyen truy cap dm cac tai 
khodn, ngtrai dUng doi yai tong loai tai san 
thong tin. 

CAn thiet 

3.4 ma hod dir 
lieu quan 
trong 

- Ma hod dil lieu quan trot-1g dugc luu tril trong 
cac tai san phan ding va phan m8m dm to 
chirc. 
- Ma hod dit,  lieu quan trong trong qua trinh 
truyen gili de bao dam tinh toan yen dm da 
lieu. 

Can thiet 
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- Thuc hien bao ve va quan 1/ \Tong dai ma 
khoa sir dung de ma hoa du lieu. 

3.5 Tai lieu hod 
luong dir 
lieu 

- CO tai lieu mo to cac lding cid lieu quan trong. 
_ my  dung va tuan thil quy dinh quan 1Si phien 
ban tai lieu tai to chirc. 
- , Danh gia va cap nhat dinh kSi.  te3i thieu 01 
lan/nam hoc khi có thay doi trong to chirc anh 
hirOng den tai lieu. 

Can thiet 

3.6 Tach 	biet 
qua trinh xir 
1' va  luu  till' 
dir lieu theo 
mire 	d6 
nhay cam 

- Xay dung, ban hanh va bao dam tuan thil quy 
dinh ye viec xir li du lieu nhay cam. 
- Tach biet tai san/moi truerng xirlf, ltru tri) dir 
lieu co d6 nhay cam cao \Tad cid lieu có ci6 nhay 
cam thap. Khong sir dung cac tai san/ ,  moi 
truOng danh cho du lieu nhay cam thap de ltru 
till va xir VT du lieu co mire d6 nhay cam cao. 

Can thiet 

3.7 Trien 	khai 
giai 	phap 
phong , 

 chong that 
thoat du lieu 

Xay dung va trien khai giai phap ch6ng thAt 
thoat dir lieu deii vai dit lieu cc') d6 nhay cam 
muc 03 ter len trong toan to chirc. 

Can thiet 

3.8 Liru till nhat 
lcf truy cap 
dit lieu quan 
trong 

- Ghi lai nhat k3"/ hanh vi do' i dir lieu có d6 nhay 
cam mire 03 tra len, bao Om cac hanh vi truy 
cap, chinh sira, huST bo du lieu. 
- Ra soat nhat 14 throng xuyen, toi thieu dinh 
kS,  01 lan/ thang de phat hien son. nhang hanh 
vi truy cap trai phep. 

Can thiet 

4. CAu hinh an toan cho thiet bi va phAn mem 

a) Yeu ceiu chung 

Thiet lap va duy tri cau hinh an toan cho thiet bi (nhu thiet bi nguoi dung , 
cuoi bao 	thiet bi di dOng va cam tay, thiet bi mang, thiet bi OT/IoT, may chii) 
va phan mem (nhu he dieu hanh, irng dung...). 

b) Yeu cliu chi ti'Jt 

STT Yeti au N(foi dung thuv hien ` 

Khuy4n 
do ip 
dung 

4.1 Thiet lap va 
duy tri quy 
dinh, 	quy 
trinh 	cau 

- Xay dung, ban hanh va bao dam tuan thil quy 
dinh, quy trinh cau hinh an toan cho cac tai san 
phan cirng va phan mem dm co quan, to chirc. 

Can thiet 
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hinh an toan 
cho tai san 
phan 	cimg 
va 	phan 
mem 

- Xay dung, ban hanh va bao dam tuan thu cac 
tai lieu cau hinh tieu chuan, tai lieu cau hinh 
bao mat nang cao cho cac tai san phan cirng va 
phan mem dm ca quan, to chirc. Dam bap sir 
dung giao thirc kat not an toan, thiet lap phan 
mem Wong lira tren may chu/ may tram va c6 
phtrang an chong clang nhap to Ong doi voi 
cac tai san xir 1 ,  va ltru till dir lieu quan trong. 
- Danh gia va cap nhat quy trinh quan 1y cau 
hinh an toan va cac tai lieu lien quan toi thieu 
01 lan/nam hoac khi c6 thay doi xay ra trong to 
chirc anh hung den tai lieu. 

4.2 Cau hinh to 
(Icing 	khoa 
phi en 	lam 
viec tren cac 
tai san phan 
dm,  g , va 
phan mem 

- Tu d6ng khoa phien lam viec tren cac tai san 
sau mot khoang tiled gian khong sir dung. 
+ D6i voi may tinh nguoi dung, th6i gian nay 
khOng vugt qua 15 phitt. 
+ DM voi cac thi& bi mang, th6i gian nay 
khong vugt qua 05 phut. 
+ Doi voi thiet bi di d6ng, th6i gian nay khong 
vugt qua 02 phUt. 
+ DM vgi cac phan mem nghiep vu xir VT dir 
lieu quan trong, died gian nay khOng vugt qua 
15 phirt. 
- Tu d6ng khoa thiet bi di d6ng sau mot s6 Lan 
dang nhap that bai. 
+ D6i vgi may tinh xach tay, s6 ran dang nhap 
that bai toi da 10 lan. 
+ D6i vM din thoai, s6 Ian dang nhap that bai 
tOi da 10 ran. 
+ DOi vgi cac phan mem nghiep vu xir VT va ltru 
trill dit lieu quan trong, so Ian clang nhap that 
bai t6i da 05 lan. 

Can thiet 

4.3 G6' b6 hoac 
vo hieu hoa 
cac 	tinh 
nang, 	dich 
vu 	khong 
can 	thiet 
teen cac tai 
san 	phan 
cirng , 	va 
phan mem 

Xay dung, ban hanh va bao dam tuan thit quy 
dinh 0'1)6 hoac vo hieu hoa cac tinh nang, dich 
vu khong can thiet tren cac tai san phan cirng 
va phan mem. 

Can thiet 
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4.4 Cdu 	hinh 
may 	chd 
DNS tin clay 

Thik lap cac eau ,hinh may,  chil DNS tin cay 
tren cac tai san phan ding neu c6. 

TuST chon 

4.5 Thie't 	lap 
kha 	nang 
xod sach dir 
lieu tir ,  xa 
tren thiet bi 
di Ong cap 
cho nguai 
dfing 

Xay dung va tri6n ,  khai giai phap,  xod sach dill 
lieu tix xa tren thiet bi di dOng cap cho nguali 
dung. 

Can thiet 

4.6 Phan 	tach 
cac 	khong 
gian 	lam 
viec 	rieng 
biet teen cac 
thiet 	bi 	di 
d'Ong 	cap 
cho 	ngithi 
dung 

- Xay dung, ban hanh va bao dam tuan thii quy 
dinh tach biet cac khong gian lam viec rieng 
biet teen thiet bi di Ong cap cho nguoi dUng. 
- Xay dung giai phap k'y thuat cho pile') quan 
1T thi6t bi di Ong khi nguai dung sir dung hoc 
ke't not toi cac he th6ng dm t6 chirc. 

TuSi chon 

5. Quin 157 tai khoin va quyen truy cap tai khoin cua ngtroi dung 

a) Yeu ciiu chung 

- Thie't lap, tuan thu va duy tri quy trinh, cong cu de chi dinh va quan 1T viec 
cap quyen tai khoan ngueri dung bao gom tai khoan quail tri, tai khoan dich vu 
tren cac tai san cong nghe thong tin va phan mem. 

- Xay dung va thgc thi quy trinh tao, gan, quail thu 	ctac quyen va quyen 
truy cap doi \Ted cac tai khod'n ngtred clUng, tai khoan guar' tri va tai khoan dich vu 
cho tai san cong nghe thong tin va phan mem. Quyen truy cap dm tai khoan ngued 
dung, quan tri vien va dich vu phai nhat quan dua tren vai tro va cac yeti cau cu the, 
bao dam ngixed dfing chi c6 quyen truy cap vao da lieu , tai san phii hop. 

- Ghi nhat ky va giam sat tai khoan nguexi dung. 

b) Y'eu cau chi flit 

STT Yeti can NiA dung thus hi4 
Khuy4n 
can ap 
dung 

5.1 Thi6t lap va 
duy 	tri 	he 
thong 	quail 
1T tai khoan 

- Lap danh sach, theo doi va cap nhat tat ca. cac 
tai khoan teen cac tai san phan cang va phan 
mem dm to chirc. 

CAn thiet 
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- Danh sach tai khoan phai bao Om cac loai tai 
khoan sau: tai khoan ngued dung, tai khoan quan 
tri va tai khoan dich vu. 
- Danh sach tai khoan phai bao Om cac thong 
tin toi thieu: loai tai khodn, ten tai khoan, trang 
thai tai khoan, ten tai sari/ N thong thong tin 
Wang irng, ten ngiroi quan VT, phong ban, ngdy 
kich hoat tai khoan, ngay vo hi41 hod tai khoan 
(nal co). Dam bao tat ca tai khoan dang hog 
dikig la hop 1". 
- Danh sach tai khoan phai dugc ra soat dinh kST 
01 tan / quy. 

5.2 Xay 	dkmg 
va tuan thu 
quy dinh sir 
dung mat 
khau 

- Xay dgng, ban hank va bao dam tuan thil quy 
dinh sir dung mat,  khau an toan trong to chirc, 
dap irng cac yeu cau sau: 
+ Sir dung mat khan duy nhat cho m6i tai san. 
+ Thay doi mat khau dinh kST 01 lan/ 02 thang. 
+ D6i voi cac he th6ng sir dung xac thkrc da yeu 
to, quy dinh mat khau c6 toi thieu 08 IcT tit. 
+ D6i v6i cac N th6ng 'thong sir dung xac thgc 
da yeu to, quy dinh mat khau c6 toi thieu 14 l<S7 
tir, bao gomk3"ftg ,viet thirong, kST toviet hoa, lci 
todac b*, chit so. 
+ Mat khau mai khong duoc trill-1g v6i 10 mat 
khau tnr6c d6. 

Can thiet 

5.3 Xay 	dung 
va tuan thu 
quy dinh 
quan lf tai 
khoan 

- Xay dung, ban hanh va bao ,  dam tuan thu quy 
dinh quan 13', tai khoan trong to chirc dap irng cac 
yeu cau sau: 
+ Quan lf tai khoan tap trung. 
+ Quan lf tai khoan mac dinh tren phan mem, 
thiet bi (nhu tai khoan root, administrator, tai 
khoan cau hinh san cila nha cung cap dich vv). 
+ Quan 13'i tach bit gifia cac loai tai khodn: tai 
khoan ngtrefi dung, tai khoan quan tri va tai 
khoan dich vu. 
+ Xod hoac vo h* hod cac tai khoan khong 
hoat d'6ng sau 45 ngay hoac ngay khi c6 thay doi 
ve nhan sit guar' IT tai khodn. 

Can thiet 

5.4 Xay 	dung 
va tuan thii 
quy 	dinh 

- Xay dung, ban hanh va bao dam tuan thii quy 
dinh ve quasi 13■ truy cap dap irng cac yeti cau 
sau: 

Can thi& 
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quan 1ST truy 
cap 

I 	 1 

+ Nguyen tac cap quyen toi thieu va phan tach 
nhiem vu dOi viii moi loai tai khoan. 
+ Tai lieu Ma cac quyen truy cap can thiet Wang 
img \Teri cac chirc danh, be) phan trong co quan, 
to chirc. 
+ Yeu cau xac thuc da yeti t6 d6i vai the irng 
dung ca ket not ra ben ngodi to chirc, ket not den 
doi tac/ ben thir ba, ket not internet; cac truy cap 
to xa den N th6ng mang not b6 va cac tai khoan 
ca quyen quan tri he thong. 
+ Dinh kST ra sok va cap nhat quy dinh quan 1ST 
truy cap va cac tai lieu lien quan toi thieu 01 lan 
/ dam. 

5.5 Xay 	dung 
va tuan thU 
quy 	trinh 
cap 	,nled, 
thay doi va 
thu 	hoi 
quyen 	truy 
cap 

- Xay dung, ban hanh va bao dam tuan thin quy 
trinh cap moi, thay doi va thu hoi quyen truy cap 
vao cac tai san CNTT cila co quan, to chirc. 
- Dinh kST ra soat quy trinh va cong tac thuc hien 
cap quyen truy cap vao cac tai san CNTT dm co 
quan, to chuc toi thieu 01 lan / nam. 

Can thiet 

6. Quin 1ST to hOng bao mat 

a) Yeu ci u chung 

- Xay dung, phat trien ke hoach danh gia va theo doi cac to h6ng bao mat 
thueyng xuyen de khac phuc va giam thieu nguy co bi tan ding. 

- Theo &Si, cap nhat thong tin ve cac moi de doa, 18 h6ng bao mat moi tir 
nhieu nguon. 

b) Yeu cdu chi tiit 

STT Yeu eau No dung than W[0 
IChuyen 
cao ap 
dung 

6.1 Thiet 	lap, 
tuan thil va 
duy tri quy 
trinh 	quan 
1ST 	18 	hong 
bao mat 

- Xay dung, ban hanh va bao dam tuan thil quy 
trinh van 1S to hong bao mat cho cac tai san 
cong nghe thong tin dm to chirc. Cac not dung 
toi thieu bao Om: 
+ Phat hien 18 h6ng bao mat: Xay dung va trien 
khai cac giai phap de ra quet 18 h6ng bao mat 
cho cac tai san phan cong va phan mem dm co 
quan, to chirc. Dinh kST thuc hien ra soat tong the 

Can thiet 
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he thOng toi thieu 01 ran/ q4 va ra , soat d8i voi 
cac tai san quan trong toi thieu 01 Fan / thang. 
+ Danh gia mirc , d8 nghiem trong dm 18 hong: 
Xay dung va trien khai phtrung phap danh gia 
mire di) nghiem trong dm 18 h6ng, tir do ,xac 
dinh mdc do tru tien dm viec khac phuc 18 hong. 
+ Bao cao/ ,  chia se thong tin 18 h6ng: Chia se 
thong tin ve 18 hong bao mat voi Cuc An ninh 
mang va phong, chong toi pham sir dung cong 
nghe cao va cac ben lien quan. Thiet lap va duy 
tri co the de chia se thong tin, tiep nhan va phan 
hoi bao cao 18 h8ng bao mat to ben lien quan 
hoac cac nguon cong khai khac. 
+ Trien khai cac bien phap khac phuc: Xay dung 
phucrng an, k'e hoach khac phuc cho cac 18 hstmg 
da pilaf hien theo thin to tru tien va cac buoy danh 
gia lai he thong de bao dam 18 hong da dugc 
khac phuc hoan toan. 
- Ra soat va cap nhat quy trinh toi thieu 01 Ian / 
nam hoac khi xay ra thay doi trong to chirc anh 
huong den quy trinh nay. 

6.2 Thiet 	lap, 
tuan thit va 
duy tri quy 
trinh quan 
VT ban va 

- Xay dung, ban hanh va bao dam tuan thii quy 
trinh quart VT ban va. Cac not dung toi thieu bao 
Om: 
+ Xay dung va trien khai may chii quan Vi ban 
va tap trung cho toan b8 ,  tai san phan cirng va 
phan mem dm co quan, to chirc. 
+ Danh gia tac d'Ong, tien hanh kiem thin va xay 
dung phucmg an phuc hoi truerc khi trien khai 
ban -ya tren cac he thong thong tin c8 xir 13'7 hoac 
luu trit du lieu quan trong. 
+ Thuc hien cap nhat ban va he dieu hanh, Crng 
dung cho toan 1340 ,may ,tinh, thiet bi di &Ong cap 
cho ngueei dung toi thieu 01 lan/thang. 
+ Giarn sat va duy tri he thOng de bao dam khong 
c8 18 hong meri xuat hien va cac ban va van hoat 
Ong tot. 

Can thiet 

7. Quail IST nh4t liST an ninh mang 

a) Yeu c&u chung 

- Co chinh sach thu thap, phan tich, giam sat va luu trir nhat kST an ninh mang 
de phat hien som va Ung pho su c8 tan cong mang. 
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- Chia se du lieu nhat ky an ninh mang voi Cuc An ninh mang va phong, chong 
toi pham sir dung cong nghe cao de h6s trg pith hien, canh bao va khac phuc su c6 
tan cong mang d8i \Teri cac he th8ng thong tin quan tong ve an ninh qu8c gia. 

b) Yeu cliu chi flit 

STT Yeu au Ni dung thurc hin 
Khuyen 
cao ap 
dgng 

7.1 Thiet 	lap, 
tuan alit va 
duy tri mot 
quy trinh 
quan ly nhat 
ky an ninh 
mang 

- Xay dung, ban hanh va bao dam tuan thii quy 
dinh quan 1y nhat 14 an ninh mang, trong do bao 
g6m: 
+ Quy dinh ve each thirc ghi nhat 14. 
+ Quy dinh ve viec thu thap, kiem tra, luu tit. 

 nhat 14. 
+ Quy dinh cac loaf nhat ky dugc thu thap. Thu 
thap toi thieu cac loci nhat 14 sau: nhat 14 truy 
cap N theing, nhat 14 tien trinh hoat d6ng, nhat 
14 irng dung, nhat 14 canh bao dm cac thiet bi 
bao mat. 
+ Dam bao viec thu thap nhat 14 dirgc ap dung 
ten toan b6 tai san CNTT china dir lieu nhay 
cam dm to chirc. 
+ Dam bao duy tri khong gian luu tril nhat k 'y toi 
thieu 18 thang. Trien khai N thong theo dai 
tranh tinh trang day khong gian luu tat, clan toi 
that thoat dir lieu. 
+ Dinh ky thuc hien ra , soat nhat 14 an ninh 
mang toi thieu 01 lan / tuan. 
- Chia se nhat 14 an ninh mang dm cac he th6ng 
tong yeu vai Trung tam An ninh mang quoc gia 
de ho trg phan tich, san tim, canh bao nguy ca 
an ninh mang neu c6. 
- Kiem tra va cap nhat toi thieu 01 lan/nam hoac 
khi c6 thay d8i anh huong den quy trinh nay. 

Can thiet 

7.2 Thu 	thap 
nhat 14 an 
ninh 	mang 
dm 	nha 
cung 	cap 
dich vu 

Thuc hien thu thap nhat ky an ninh mang dm cac 
nha cung cap dich vu doi cac dich vu ma to chuc 
sir dung. 

TuST 
chon 
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7.3 Bao ve nhat 
k5,  an ninh 
mang 

- Kiem soat truy cap va ghi lai lich sir tac dOng 
tad nhat k5/ an ninh mang. 
- Dam bao nhat 14 an ninh mang khong bi sira 
d'Oi, xoa bo. 

Can thiet 

8. Bao ve cho trinh duyet web, dich vu thy dien tir 

a) Yeu cau chung 

Tang cuorng bao ve va pilaf hien cac mOi de doa tir dich vu t his dien tir , trinh 
duyet web. 

b) Yeu cau chi tiet 

STT Yen au Ni dung time Iqn 
Khuyin 
cao Ap 
dung 

8.1 Quan 	li 
trinh 	duyet 
web va dich 
vu this dien 
tir 

- Ban hanh danh sach cac trinh duyet web va 
dich vu thu dien tir dugc pile') sir dung trong co , 

 quan va to chirc. 

_ Dam bao danh sach trinh duyet web va dich vu 
this dien tir teen dang trong thoi gian hi3 trg dm 
nha cung cap. 
- Dam bao chi sir' dung phien ban trinh duyet va 
dich vu this dien tir mOi nhat dugc cung cap 
thong qua nha cung cap. 

Can thiet 

8.2 Sir 	dung 
dich vu loc 
ten 	mien 
(DNS 
Filtering) 

Trien khai sir dung dich vu loc ten mien DNS 
Filtering trong toan co quan, t6 chirc de ngan 
chan cac ten mien gia mao va dOc hai. 

Can thiet 

8.3 Thisc thi va 
cap nhat cac 
bO loc URL 

Trien khai va dinh kST cap nh4t cac 1)0 loc URL 
de han the tai san doanh nghi'ep ket n'Oi voi cac 
trang web dOc hai tiem an hoac khong dugc chap 
thuan. 

Can thiet 

8.4 Kiem 	soat 
viec 	sir 
dung 	cac 
tien ich mo.  
rOng 	trong 
trinh 	duyet 
web va img 
dung this 
dien tir 

- Xac dinh danh sach tien ich me( rOng dugc phep 
sir dung trong trinh duyet web, dich vu dien tir. 
- Kiem soat viec cai dat va sir dung cac tien ich 
mo rOng trong trinh duyet web, dich vu this dien 
td.  

_ GO cai dat hoac vo hieu boa cac tien ich me( 
rOng khOng duvc cap phep. 

Can thiet 
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8.5 Trien 	khai 
giai 	phap 
xac 	thkrc 
email 

Trien khai giai phap xac thut email thOng qua 
DMARC (Domain-based Message 
Authentication, Reporting & Conformance) de 
tang cuang bao mat va ngan chair cac cuOc tan 
ding lira dao, gia mao dOi vai cac ten mien cira 
to chic. 

Can thiet 

8.6 Quan 1T cac 
loai 	tep 
&roc 	Phel) 
dinh 	kern 
trong trong 
thu dien tir 

- Xac dinh danh sach cac loai tep &roc pile') girl 
qua he thong thu dien tir. 
- Ngan cha:n viec dinh kern nhang loai tep khOng 
co trong danh sach cho pile') va kiem soat cac 
thu  dien tir co china tep dinh kern. 

Can thiet 

8.7 Trien 	khai 
va 	duy 	tri 
bien phap 
bao ve ma 
dOc doi \Teri 
may chit thu 
dien tir 

Xay dkmg va trien khai cac phuang an bao ve ma 
dOc d6i vai may chic thu dien tir. 

Can thiet 

9. Phong chiing phan mem dOc hai 

a) Yeu cau chung 

- Xay dung quy dinh de quail ly, phong ch6ng, khac phuc viec cai 04, lay 
lan, thkrc thi cac phan mem va doan ma dOc hai trong ca quan, to chirc. 

Trien khai he thong phong ch6ng ma dOc teen tat ca cac tai san va cac diem 
ket not gifia nhirng he thong thong tin (bao gOm ca ket not not bO va ket not ra 
ben ngodi to chirc). He thong phong chong ma dOc phai phir hop va tucmg thich 
voi cac he thong thong tin cria ca quan, to chirc, &Ong tired ca kha nang to dOng 
do quet, ngan chin khi phat hien ma dOc, cap nhat kip tired cac mau nhan dien ma 
dOc moi va tich hop voi quy trinh quan 13"T 16 hong va irng Oro sir co. 

b) Yeu cau chi tiit 

STT Yeu cau Nii dung thus high 
KhuOn 
cao tip 
dm 

9.1 Trien 	khai 
va duy tri 
phan mem, 
giai phap 

 phOng 
chong 	ma 
dOc 

- Trien khai va duy tri phan mem, giai phap 
phong, ch6ng ma dOc tren he th6ng. 
- Sir dung cac giai phap tong the glam có phong, 
ch6ng ma dOc, phat hien ma dOc Oa teen hanh 
vi, bao g6m it nhat cac tinh nang ca ban nhu bao 
ve thi gian thkrc, to dOng cap nhat cac ink nhan 
dien ma dOc mai... 

Can thiet 
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9.2 Thuc 	hien 
phOng, 
chong 	ma 
d6c dOi veri 
cac thiet bi 
ltm trit 
ngodi 

Trien khai ra quet ma d6c ya vo hieu hod tinh 
nang to Ong thuc thi doi vai cdc phucmg tien 
ltru tilt di d6ng nhu 6 cung, the nho., USB... 

Can thiet 

9.3 Quan li tap 
trung cdc 
phan mem 
phong, 
ch6ng 	ma 
d6c 

Trien khai gidi phap quan tri tap trung phdn mem 
phong, chong ma d6c trong toan co quan, to 
chirc. 

Can thiet 

9.4 Kich 	hoat 
tinh 	nang 
phong 
chong khai 
that 18 hiing 

Kich hoat cdc tinh nang phong chong khai thdc 
18 hong tren cdc tai san phan cling ya phan mem 
nhu Microsoft® Data Execution Prevention 
(DEP), Windows® Defender Exploit Guard 
(WDEG), Apple® System Integrity Protection 
(SIP), GatekeeperTm... 

Cdn thiet 

9.5 Xay ,  dung 
va trien khai 
gidi phap 
phong 
ch6ng 	ma 
d6c 	theo 
hanh vi 

Trien khai gidi phdp phong va ch6ng ma d6c dua 
tren hanh vi (EDR - Endpoint Detection and 
Response). 

Can thiet 

10. Sao ltru va khoi phuc du. lieu 

a) Yeu c&u chung 

Trien khai va duy tri phuong an sao luu , phuc h6i du lieu, bdo ddm khoi phuc 
cdc tai san ve trang thdi tin cay truac khi có str co. 

b) Yeu dm chi tie't 

STT Yeu ca. Ni)i dung thtrc hien 
Khuyen 
cao fip 
dung 

10.1 Xay 	dung 
va tuan thil 
quy dinh 
sao luu va 
khoi phuc 
dil lieu 

- Xay dung, ban hanh vaNo &dm tuan thu quy 
dinh sao ltru ya khoi phuc du lieu. Cdc not dung 
toi thieu bao Om: 
+ Dinh nghia cdc loai dil lieu can dugc sao km 
va khoi phuc. 

, 	.,: Can thiet 
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+ Xac dinh tin suit sao luu va khoi phuc tuong 
frng voi ding loai da lieu da dinh ngliia. 
+ Xac dinh phircmg phap sao luu va khoi phuc 
tuang ung voi ding loai dir lieu da dinh nghia. 
+ Quan13% \rang luu tit dir lieu sao luu, bao dam 
tinh toan yen dm dir lieu va khoi phuc dir lieu 
mot cach nhanh chung va hieu qua. 
+ Dinh kST thtrc hien khoi phuc dir ,lieu da sao luu 
dva ten mirc donhay cam va tam quan trong 
dm dit lieu. 
-, Ra soat va cap nhat quy dinh tai thieu 01 
lan/nam hoc khi xay thay doi trong to chirc anh 
huang den quy dinh. 

10.2 Thvc 	hien 
sao luu dir 
lieu ttr Ong 

- Xac dinh danh sach dit lieu can sao km va phan 
loai 	tan 	suit 	sao 	hm ,  theo 	thoi 	gian 
(ngay/tuan/thang/nam...) doi vai timg loai da 
Ru. 
- Trien khai cac giai phap sao luu dil lieu to 
dOng. 

Cin thiet 

10.3 Bao ve dir 
lieu khoi 
phuc 

- Th?c hien bao ve dir lieu khoi phuc \Teri cac 
dieu kien nhu doi voi dir lieu goc. 
- Thtrc hien ma hod doi voi nhang da lieu quan 
trong. 

Cin thiet 

10.4 Thiet lap va 
duy tri ha 
tang luu trir 
tach biet 
cho du lieu 
khoi phuc 

Cac dir lieu khoi phuc can phai dugc dinh danh, 
quan VT phien ban va luu tit o. nhimg ha tang 
tach biet voi moi truing van hanh. 

Cin thiet 

10.5 Kiem 	tra 
kha 	nang 
khoi 	phuc 
dir lieu 

Kiem tra khd nang khoi phuc ban sao luu tai 
thieu 01 lin/03 thing. 

Can thiet 

11. Quin 157 ha tang mang 

a) Yeu c&u chung 

Thiet lap, thvc thi va quart ly cac thiet bi mang de phong ngira tin tic khai 
thac 16 hong dich vu mang va cac diem truy cap de bi tan cong. 

b) Yeu du chi tiEt 
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STT Ygu au Ntii dung thyc hqn 
Khuyin 
can ap 
dyng 

11.1 Thiet 	lap, 
duy tri cac 
so do kien 
trite N 
thong mang 
va kien true 
mang an 
toan 

- Thiet lap va duy tri so do kien triic mang va cac 
116 so khac ve he th6ng mang. 
- Trien khai va duy tri mot kien trdc he th6ng 
mang an toan, bao dam thgc hien t6i thieu 03 
nguyen  tic: phan \Tung mang, ac quyen it nhdt 
va tinh san sang. 
- Tai lieu 116a so do kien trdc he theing mang bao 
Om: 
+ T6ng quan kien triic N th6ng mang; 
+ So d6 cap chi tiet dm he th6ng mang; 
+ Ghi chu cac tai lieu d:ac to 1(57 thuat, tai lieu 
th6ng ke...; 
+ Tai lieu mo to phuong an bao dam an ninh 
mang. 
- Xem xet va cap nhat so 6 mang 01 fan/06 
thang hoc ,m8i khi c6 thay doi anh huong den 
so do he thong. 

Can thiet 

11.2 Quan 17 an 
toan co .  s6 
ha tang 
mang 

- Thgc hien guar' 13'7 an toan co .  s• ha tang mang. 
_ Chia tach thanh cac yin -1g mang khac nhau theo 
doi  tuvng  sir dung, muc dich sir dung, t6i thieu: 
c6 ,  phan \Tung mang rieng cho may chic dm he 
thong thong tin; co phan \Tung mang trung gian 
(DMZ) de cung cap dich vu ten mang Internet; 
c6 phan viing mang rieng d6' cung cap dich vu 
mang khong day; c6 phan viing mang rieng doi 
veri may chd co so.  dit lieu. 

Can thiet 

11.3 Quan VT tap 
trung 	viec 
xac 	thgc, 
cap 	quyen 
va 	kiem 
toan mang. 

Tri'en khai he th6ng AAA de quan VT tap trung 
viec xac thkrc, cap quyen va kiem toan cho toan 
co quan, to chdc. 

Can thiet 

11.4 Sir 	dung 
cac 	giao 
thdc truyen 
thong 	va 
quan 	tri 

Sir dung cac giao thdc truyen thong va quan tri 
mang an toan. 

Can thiet 
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mang 	an 
toan 

11.5 Xay 	dung 
va ap dung 
chinh sach 
quan VT truy 
cap tir xa 

- Xay dung va ap chinh sach quan VT truy cap tir 
xa dap Ung yeu cau sau: 
+ Sir dung mang rieng do VPN cho viec troy cap 
tir xa vao he thong. 
+ Yeu cau ngugi diing xac thkrc da yL t6 de VPN 
va cac dich vu xac thuc khac tar& khi truy cap 
vao he thong. 
+ Cac thiet bi dugc,phep truy cap tir xa phai bao 
dam cac yeu cau ye bao mat: cai d'at phan mem 
phong ch8ng ma d8c, cau hinh bao mat theo 
chinh sach an town dal ban hanh cilia to chirc. 

CAn thiet 

11.6 Thiet lap va 
duy tri tai 
nguyen he 
thong danh 
rieng 	cho 
ding 	tac 
quail tri 

Thiet lap va duy tri cac nguon tai nguyen danh 
rieng, tach biet ye mat vat VT va logic; dugc phan 
tach vai mang chinh dm he thong va khong ket 
not vai Internet. 

Can thiet 

12. Giam sat va phong thu an ninh mang 

a) Yeu cau chung 

- Xay dung, van hanh cac quy trinh va cong cu a thiet Yap, duy tri giam sat 
mang town dien va bao ve he thong mang khoi cac m8i de doa. 

- Ket not cac he th8ng quan trong veri ,N th6ng chi huy giam sat an ninh mang 
cua Trung tam An ninh mang quoc gia de trien khai giam sat, phat hien va xir ly 
su co. 

b) Yeu cau chi tiEt 

STT Yen cau Nei dung thtfc hien 
1Chuy4n 
ea() ap 
citing 

12.1 Quan VT tap trung 
cac canh bao va su 
kien an ninh mang 

- Trien khai giai phap quan VT tap trung 
cac su kien an ninh mang de lien ket cac 
su kien lien quan va phan tich theo huorng 
dan, yeu cau ciia Cuc An ninh mang va 
phong, chling fgi pham sir dung cong 
nghe cao va quy dinh ciia co quan, to 
chirc. 
- Ket not vai he th6ng chi huy giam sat 
an ninh mang dm Trung tam An ninh 

CAn thiet 
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mang qu6c gia de phi hop giam sat, phat 
hien va dieu phOi img phO su co. 

12.2 Thiet 	lap 	va 	sir' 
dung tinh nang ve 
tirZyng lira, canh bao 
phat hien va ngan 
chan xam nhap dm 
he dieu hanh va he 
th6ng 

Thiet lap va sir dung tinh Wang ve tirong 
lira, canh bao phat hien, ngan chan xam 
nhap cita he dieu hanh va he thong (neu 
co). 

Can thiet 

12.3 Trien 	khai 	giai 
phap, 	thiet 	bi 
chuyen dung ,  de 
barn mat he thong 
mang dm co quan, 
to chirc 

Trien khai cac giai phap, thiet bi chuyen 
dung co chirc nang loc goi tin glib cac 
phan doan mang, loc tang img dung, canh 
bao phat hien va ngan chan xam nhap 
trong he thong mang cila co quan, to 
chirc. 

Can thiet 

12.4 Thiet lap eau hinh 
kiem soat truy cap 
cac cong ket not 
mang 

Thiet JO cdu hinh tren cac thiet bi mang 
de kiern soat truy cap cac cong ket not 
mang nett thiet bi ho tro.. 

Can thiet 

12.5 Thu thap thong tin 
du lieu mang 

Thu thap nhat IcT luOng dil lieu mang va/ 
hoac da lieu lint lirong tilt cac thiet bi 
mang de ra soat va dim ra cac canh bao. 

TuST chon 

12.6 Dieu 	chinh 	cac 
nguong canh bao 
su ki'en an ninh 
mang 

Dieu chinh ngtrey'ng canh bao six kien an 
ninh mang toi thieu 01 lan/thang. 

TuST chon 

13. Nang cao nh4n thtic va dao tao ky 'fang an ninh mang 

a) Yeu c&u ch ung 

Thiet lap va duy tri chuong trinh dao tao nang cao nhan thirc an ninh mang 
va ky nang an ninh mang. 

b) Yeu cliu chi tiet 

STT Yeu cAu NiRl dung thtre hi0 
IChuOn 
cat) ap 
dung 

13.1 Thiel lap va duy tri 
chuong trinh dao 
tao nang cao nhan 
thirc va k-y nang an 
ninh mang. 

- Thiet lap va duy tri mot chuong trinh 
nang cao nhan thirc va k9 Wang an ninh 
mang. 
_ Tien hanh dao tao toil thieu 01 lan/nam. 

Can thiet 
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13.2 Thuc hien ciao tao 
nhdn thirc va k'y 

- Thuc hien ciao tao nhan thlre va Icy Wang 
bao mat theo timg vi tri, vai tro cu the. 

Can thiet 

Wang bao mat theo 
timg vi tri, vai tro 
cu the 

_ Dao tao nang cao nhan thire ngu6i dung 
truck cac hinh thirc lira ciao, cac cuOc tan 
cong nham vao ngued dung, cac nguy Ca 
an ninh mang trong qua trinh thuc hien 
nhiem vv. 

13.3 Xay 	dung 	luc 
lugng chuyen biet 
van hanh, bao ve an 
ninh mang cho N 
thong 	thong 	tin 
quan 	trong 	ve 

- Thanh ldp luc lugng chuyen biet van 
hanh, bao ve an ninh mang cho he th6ng 
thong tin quan trong ye ANQG. 
- Dao tao nhan thirc ve trach nhiem phap 
VT, vi tri, vai tro va kST" Wang chuyen mon 
nang cao cho luc lugng chuyen biet. 

Can thiet 

ANQG - Dinh lcST to chirc sat hach cac ca nhan 
tham gia bao ve an ninh mang cho he 
thong thong tin quan tong ve ANQG. 

14. Quin 15,  nha cung cap dich vu 

a) Yeu c&u chung 

Xay dung, phat triehn va duy tri mot quy trinh de danh gia cac nha cung cap 
dich vu luu trtt , xir ly du lieu nhay cam holac chiu trach nhiem ye cac quy trinh, 
nen tang quan trong dm he thong. 

b) Yeu ciiu chi flit 

STT x  Yen eau Nei dung thtic hien 
Khuy4n 
eau dip 
dung 

14.1 Thiet lap va duy tri 
ban kiem ke cac 
nha cung cap dich 
vv 

- Lap danh sach, theo ded, cap nhat trang 
thai cac nha cung cap dich vv. 
_ Thuc hien phan loci cac nha cung cap 
dich vu trong danh sach quan VT. 

- Co van ban xac dinh ro pham vi trach 
nhiem cila nha cung cap va to chire. 
- Xem xet va cap nhat danh sach t6i thiu 
01 ran/Warn hoc khi xay ra thay doi anh 
huorng den danh sach nay. 

Cdn thiet 

14.2 Thi& ldp va duy tri 
quy dinh quan VT 
nha cung cap dich 
vv 

- Xay dung, ban hanh va bao dam tuan 
thU quy dinh quan VT cac nha cung cap 
dich vv. 

Cdn thiet 
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- Xem xet va cep nhat quy dinh t6i thieu 
01 lan/nam hoac khi xay ra thay doi anh 
htrorng den quy dinh nay. 

14.3 Dam bao cac hop 
gong cung cap dich 
vu co kern theo cac 
yeu cau bao mat 

- Dam bao cac hop dong vOi nha ,cung 
cap dich vu bao gom day du yeu cau ye 
bap met trong d6 quy dinh trach nhiem 
ket noi, chia se thong tin giam sat an ninh 
mang ye Trung tam An ninh mang quoc 
gia de quail V/, ho trg giam sat, dieu phoi 
irng ph6 sg co tan ding mang neu xay ra. 
- Danh gia va cep nhet hop 6ng cila nha 
cung cap dich vu hang nam de bao dam 
day du cac yeu cau bao met. 

Can thiet 

14.4 Thuc hien theo dOi 
cac nha cung cap 
dich vu 

Giam sat cac nha cung cap dich vu thgc 
hien quy dinh quan V/ cung cap dich vu 
dm to chirc. 

Can thiet 

14.5 Ra soat van de bao 
mat khi ket thac 
hop dung voi cac 
nha cung cap dich 
vu 

Ra soat van 6 bao mat khi ket di& hop 
&Ong vori cac nha cung cap dich vu. 

Can thiet 

14.6 Cap 	pile') 	hoac 
kiem tra an ninh 
doi v6i cd,  nhan, 
nha cung cap dich 
vu 

Cac ca nhan, nha cung cap dich vu cho 
cha guar' he thong thong tin quan trong 
ye ANQG phai dirge BC) Cong an tham 
tra br lich nhan sg. 

Can thiet 

15. Quin 157 an ninh cho phan mem ung dung 

a) Yeu diu chung 

Quan l \Tong doi bao met ciia cac phan mem ung dung de ph6ng ngira, phat 
hien va xir' 1T cac diem yeu, lo hong bao met. 

b) Yeu ciiu chi tilt 

STT Yen can Nei dung thwc hien 
Khuye'n 
cao ap 
dung 

15.1 Thiet lap va duy tri 
quy trinh phat trien 
irng dung an toan 

- Xay dung, ban hanh va bao dam tuan 
thii quy trinh phat trien ung dung an toan. 
_ Danh gia va cep nhet quy trinh t6i thieu 
01 lan/nam hoac khi xay ra cac thay doi 
c6 the anh hud'ng den quy trinh. 

Can thiet 
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15.2 Thie't lap va duy tri 
quy trinh tiep nhan 
va xir VT cac 18 
hong bao mat phan 
mem 

- Xay dung, ban hanh va bao dam tuan 
thii quy trinh tiep nhan va xir VT cac bao 
cao ye 18 h8ng bao mat phAn mem, bao 
Om ca,vie'c cung cap phuang tin de cac 
thirc the ben ngoai bao cao. 
- Quan VT, theo doi 18 hong bao met phAn 
mem bao Om xep hang mirc dii nghiem 
trong \Ta chi so do lireyng thei gian de xac 
dinh, phan tich va khAc phuc cac 18 h8ng. 
- Danh gia va cap nhet quy trinh t8i. thie"u 
01 len/nam hoc khi xay ra cac thay doi 
có the anh huang den quy trinh. 

CAn thik 

15.3 Thuc 	hiesn 	phan 
tich nguyen nhan 
cot lOi dm cac 18 
hong bao met 

Thuc h*i phan tich nguyen nhan cot lOi 
dm the 18 hong bao met. 

CAn thik 

15.4 Thik lep ,  vaquail 
tri h' th8ng kiem 
Ice ,  cac , cau thanh 
phan mem dm ben 
thir ba 

- Thik lap ye. quen VT mOt danh sach cep 
nhet cac thanh phan dm ben thu ba dugc 
sir dung trong qua trinh pilaf trien (thu 
v*i, mo dun...) va cac thanh phan du 
kien se sir dung trong tucmg lai de phat 
trien phan mem. 
- Danh sach bao Om cac nguy co an ninh 
mang ma moi thanh phan ben thir ba có 
the gay ra. 
- Danh gia ya cat nhat danh sach to'i thie'u 
01 lAn/ thang. 

CAn thik 

15.5 Tech 	bit 	moi 
truing cho cac hoat 
dOng phat trien, 
kiem thir va yen 
hanh 

Duy tri vie'c tach bit moi truing yen 
hanh chinh thirc (Production), moi 
truing kiem thir (Testing) va moi truing 
phat trien irng dung (Development). 

Can thi& 

15.6 Dao tao ye bao met 
va lap trinh an toan 

- Dam bao tat ca nhan vien phat trim 
phan mem dugc dao tao ve trach nhie'm 
va phuong thirc phat trien phan mem an 
toan doi vii tirng moi truing/ giai phap 
cu the. 
- Thuc hie'ri dao tao t6i thVeu 01 lAn/nam. 

CAn thik 

15.7 K'k 	hop 	cac 
nguyen tee bao mast 

Ke't hop cac nguyen fac bao met trong 
qua trinh xay dung kien triic irng dung. 

CAn thi6t 
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trong kien triic img 
dung 

15.8 Tan dung cac mo- 
dun hoac dich vu 
dal 	dugc 	kiem 
chiing ,cho cac 
thanh phan bao mat 
ung dung 

- Tan dung cac mo-dun hoac dick vu da 
dugc kiem chung cho cac thanh phan bao 
mat cua ung dung. 

_ Chi sir dung cac thuat toan ma hod dugc 
chuan hod va danh gia rOng rai. 
- Ghi nhat lc ,  kiem town cac hanh vi cua 
ngueyi dung trong san pham. 

Can thiet 

15.9 Tien hanh kiem thir 
xam nhap cac img 
dung 

Kiem thir xam nhap va kh'ac phuc cac 18 
hOng truck khi dua \Tao van hanh chinh 
tithe. 

Can thiet 

16. Quin tri 	pho sty c6 an ninh mang 

a) reu c&u chung 

Xay dung Ice hoach, chuang trinh de phat trien va duy tri kha Wang img ph6 
su , bao gom chinh sach, ke hoach, thu tuc, vai tro, dao tao, kenh lien lac. 

b) Yeu ci riu chi flit 

STT Yeti cAu Nei dung thkre hien 
Khuyen 
can ip 
dung 

16.1 Thanh 	lap 	luc 
lugng img pho su 
co an ninh mang 

- Chi dinh mot ngued chii chOt va it nhat 
mot ngugi duyhong de quail lr quy trinh 
img ph6 su co an ninh mang. 
- Thiet lap va duy tri dau m6i lien lac de 
bao cao su co. Xac minh thong tin lien he 
hang nam de bao dam rang thong tin 
dugc cap nhat. 
- Phan cong vi tri, vai tro va trach nhiem 
chinh cua tong thanh vien trong luc 
lugng tham gia irng pho su CO. 

Can thiet 

16.2 Thiet lap va duy tri 
quy trinh not bi) de 
bao cao su co an 
ninh mang 

- Thiet rap va duy tri mot quy trinh not b() 
de bao cao su co an ninh mang. 
_ Cac su c6 an ninh mang can dugc bao 
cao day du ye Cuc An ninh mang va 
phong, chOng tOi pham sir dung cong 
nghe cao. 

- Danh gia va cap nhat quy trinh t6i thi'eu 
01 lan/nam hoac khi xay ra cac thay doi 
anh hung den quy trinh. 

Can thiet 



29 

16.3 Thiet lap va duy tri 
quy trinh irng pho 
su co an ninh mang 

- Thiet lap va duy tri mot quy trinh irng 
ph6 su co. 
- 
can 	

trinh irng phO su co' an ninh mang 
can at duoi su chi huy dm Cuc An ninh 
mang va phong, chong tOi pham sir dung 
cong nghe cao khi c6 yeu cau. 
- Danh gia va cap nhat quy trinh t6i thieu 
01 lan/nam hoac khi xay ra cac thay doi 
anh huang den quy trinh. 

Can thiet 

16.4 Thiet lap 	co cite 
(kenh ky thuat) lien 
lac trong qua trinh 
)(ix 15T sty co 

- Thiet lap co the chinh va co the phu sir 
dung de giao tiep va bac) cao trong xir 13'T 
su co an ninh mang. 
- Danh gia va cap nhat co che lien lac toi 
thieu 01 lan/nam hoac khi xay ra cac thay 
dOi anh huang den co che. 

Can thiet 

16.5 Thuc hien danh gia 
sau su co an ninh 
mang 

Thuc hien atilt gia sau su co an ninh 
mang. 

Can thiet 

16.6 Dinh kSi din tap 
irng pho sty co an 
ninh mang 

Lap ke hoach va thuc ,hien din tap cac 
kich ban irng pho sty co dinh kST tOi thieu 
01 lan/nam. 

Can thiet 

16.7 Trien khai va duy 
tri cac nguang su 
co an ninh mang 

- Thik lap va duy tri cac nguang su co an 
ninh mang. 
- Danh gia va cap nhat nguang tOi thieu 
01 Ian/Warn hoac khi xay ra cac thay doi 
anh huang den ngutmg. 

TuSi chon 

17. Kiem thin xam nh4p 

a) Yeu ciiu chung 

Xac dinh tinh hieu qua trong rang hie phOng ve va kha nang phuc hOi cita 
cac tai san, ac biet la he thong thong tin quan trong ye an ninh quoc gia thong 
qua viec khai thac cac diem yeu trong quy trinh kiem soat ve con nguoi, quy trinh, 
cong nghe; mo phong lai cac muc tieu va hanh dOng cita Ice tan cong. 

b) Yeu ciiu chi ilk 

STT Yen cat' Nii dung thirc hien 
Khuyen 
can fip 
d*ing 

17.1 Thiet lap va duy tri 
mot chuong trinh 
kiern thir xam nhap 

- Thiet lap va duy tri mot chuong trinh 
kiem thir xam nhap phi hop voi quy mo, 

Can thiet 
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muc dt) phirc tap \fa trong thai dm to 
chirc. 
- Chuang trinh kiem thir xam nhap can 
dap img mot so not dung sau: 
1.Ve pham vi tien hanh: kiem thir ha tang 
mang, img dung web, API, the dich vu 
&roc sir dung trong to chirc; kiem tra mot 
phan ho -ac toan bc") to chirc., 
2. Ve tinh thiremg xuyen: cac cuOc kiem 
thir duce to chirc theo chu ki quY, n* a 
nam, mot narn hoc diit xuat. 
3. Ve cac gied han: xac dinh thai gian 
thuc hien kiem thir; cac hanh vi tan cong 
bi cam (tan cong vat 1Y, tan cong lira ciao, 
tan cong phi ky thujt...). 
4. Ve each phan *rig cila to chirc: có thuc 
hien viec ngan ch'an hay khong, co che 
kiem soat thong tin (ve cuOc kiem thu) 
trong not bO. 

17.2 Dinh ky thuc hien 
kiem thir xam nhap 
tir ben ngoai 

- Dinh ky thuc hien ki8m , thir xam nhap 
tir ben ngoai toi thieu 01 lan/nam. 
- 
to 	

dung \Tod cac *rig dung, dich vu dm 
to chirc duce cong khai ra mang Internet. 

CAn thiet 

17.3 KhA.c phuc cac ton 
tai pilaf hien duoc 
qua viec kiem thir 
xam nhap 

Khac phuc cac ton tai phat hien dirge qua 
kiem thir xam nh4p dua tren chinh sach 
dm to ch*c ve pham vi va mirc dO tru tien 
khac phuc. 

CAn thiet 

17.4 Ra soat cac bien 
phap bao mat 

Kiem tra cac bien phap bao mast sau miii 
ran thuc hien kiem thir xam nhap. 

TuY chon 

17.5 Dinh ky thuc hien 
kiem thin xam nhap 
tir ben trong 

- Dinh ky thuc hien kiem thir xam nhap 
tir b8n trong ttii thieu 01 lan/nam. 
- Ap dung vOi cac tai nguyen not Ix) trong 
he thong thong tin cila to chirc. 

CAn thiet 
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